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Abstract. This paper takes a critical look at the recent trend of building
electronic voting systems on top of block chain technology. Even though
being very appealing from the election integrity perspective, block chains
have numerous technical, economical and even political drawbacks that
need to be taken into account. Selecting a good trade-off between de-
sirable properties and restrictions imposed by different block chain im-
plementations is a highly non-trivial task. This paper aims at bringing
some clarity into performing this task. We will mostly be concentrating
on public permissionless block chains and their applications as bulletin
board implementations as these are the favourite choices in majority of
the recent block chain based voting protocol proposals.

1 Introduction

In virtually all of the modern democratic societies, democracy (translated from
Greek roughly as rule of the people) is implemented via some sort of public
opinion polling e.g. voting on the elections of representative bodies.

Regrettably, the process of public polling is very fragile. Many things can
go wrong, and have gone wrong in the history of elections. To address the his-
torically experienced problems, many requirements have been put forward and
many measures have been developed to meet them. Contemporary democratic
nations have thick rule books describing how to run elections so that the number
of problems would not rise above the threshold where general public would start
questioning legitimacy of the elected bodies.

On the other hand, extensiveness of the rule book is actually a problem of its
own. Having many (possibly even contradictory) requirements makes it difficult
to make sure all of them are followed, which in turn translates to decreased
transparency of the whole process.



The main measure to improve the transparency of election processes is to
make them more publicly auditable. In case of electronic voting, this can only
be achieved if as much data about the voting as possible can be accessed by
public observers. In the end of the auditing procedures, the observers should
agree on the outcome, which presumes that they also must be given the same
input to start with.

Presenting a uniform view on some digital assets to several independent par-
ties is a surprisingly hard task known as the problem of setting up a bulletin
board. The first theoretically sound proposals to solve this problem for electronic
voting have emerged only in the recent years [TIITO/T9], and they are relatively
complex to implement. For example, an election organiser using protocol by Cul-
nane and Schneider [11] needs to find four independent participants to achieve
adversarial tolerance against one dishonest party. With public permissionless fi-
nancially incentivised block chains the distributed ledger infrastructure already
exists and the required organisational and technical effort to use it is intuitively
less than setting up a new election specific bulletin board.

Block chain technology has been identified as a useful tool in order to address
various auditing challenges. Already in 2007, Sandler and Wallach described the
idea of hash linking of votes to guarantee their integrity [35], applying it later
in the VoteBox system [34]. In 2011, Benaloh and Lazarus proposed a similar
approach to mitigate their Trash attack [6], and in 2013 Bell et al. used the same
idea as a part of STAR-Vote system [5].

In recent years, the number of similar proposals has risen considerably, and
block chains have been pushed as an almost miracle solution to integrity prob-
lems. There are numerous academic [411232629/742120/8I33IT212T139] and market-
orientedﬂ proposals aiming at bringing block chains into voting processes. Un-
fortunately, the level of information provided about these initiatives (especially
market-oriented ones) varies a lot and is often limited.

The current paper aims at putting together a higher-level view on different
aspects of using block chain technology for electronic voting. Note, however,
that we are not targeting a fully systematic treatment of the topic and keep the
approach somewhat informal.

The paper is organized as follows. Section [2] makes a short introduction to
block chains and their proposed usages for electronic voting. Section 3] points out
the main shortcomings not very well addressed by the current proposals. Next,
Section [4| points out the main tradeoffs to decide upon while building a block
chain based voting system. Finally, we give our conclusions in Section

® Some examples active at the time of this writing, summer 2018, include Fol-
low My Vote https://followmyvote.com/, Polys https://polys.me/, SecureVote
https://secure.vote/, VoteWatcher http://votewatcher.com/, Agora https://
agora.vote, e-Vox http://e-vox.org/, TIVI https://tivi.io/, Boulé https://
www.boule.one/, Democracy.Earth https://www.democracy.earth/, Voatz https:
//voatz.com/, Coalichain https://www.coalichain.io/, etc.
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2 Block chains

The concept of a block chain does not have a single, universally agreed upon
mathematical definition. However, different implementations seem to have a few
common points.

— Data storage occurs in blocks, where the exact content of a block or its
semantics may vary (e.g. it may contain transactions for cryptocurrency
applications).

— The blocks are linked into a sequence (also called a ledger) using a crypto-
graphic hash function.

The idea of hash linking data items is not at all new, going back to at least
early 1990s to the works of Haber, Stornetta et al. on digital time stamping [I6//4].
However, it seems to be exactly this idea of hash linking that gives block chains
the attractive property of integrity assurance, since cryptographic hash functions
are supposedly hard to invert, making it difficult to revert the linking once it
has been performed.

The real renaissance of block chains happened in late 2008, when a researcher
(or a group of researchers) hiding behind the pseudonym Satoshi Nakamoto
published what is nowadays known as Bitcoin white paper [28]. Essentially,
Nakamoto showed how to use available cryptographic and networking tools to
achieve a new type of decentralized consensus protocolﬁ

The core innovation of Nakamoto’s proposal is introducing computationally
difficult puzzle solving (proof of work) together with financial incentives to con-
sensus building. Whoever solves the puzzle first can create the next ledger block
and is rewarded with a certain amount of bitcoins. Due to some similarity with
gold mining, the participants in this joint effort are called miners or mining
nodes.

Nakamoto’s original motivation was to build a monetary system and there
the need for consensus is clear — value exchange can only function correctly when
there is a universally accepted way of deciding who has how much money.

However, the problem of obtaining a coherent view on the system in a dis-
tributed manner is more general, and this is why the original Bitcoin protocol
and infrastructure have been used for a myriad of alternative applications, in-
cluding voting.

It is worth noting that the original Bitcoin white paper does not present any
formal definitions of targeted properties, and contains only a simplified security
analysis. Follow-up work by Garay et al. [14] and Pass et al. [3I] have formalized
several aspects of block chains and clarified the necessary assumptions to prove
the security of Bitcoin protocol.

5 The origin of the term “block chain” is somewhat unclear. It seems to haver been used
in some cryptography-related mailing lists in mid 1990-s, but the first occurrence is
hard to track. It is interesting to note that Nakamoto’s white paper only uses the
term “chain of blocks” and not “block chain”.



Another functionality making block chains appealing for legal applications
is the ability to run smart contracts. Originally proposed already in mid-1990-s
by Nick Szabo [37U38], smart contracts can be though of as a scripting layer
on top of a block chain, allowing to check fulfillment of certain conditions, and
enforcing predefined actions in the respective cases. There are several block chain
frameworks that offer this functionality in a form of a programmable execution
environment, including Ethereum Solidityﬂ Hyperledger Fabridﬂ and Cardano
Plutus?]

In principle, it is possible to formulate any set of rules (say, defining cor-
rectness of voting or tallying) in the language of smart contracts. In practice,
however, the performance requirements needed to actually run them may become
prohibitive. We will come back to this issue in Section

Block chains come in several flavours. Bitcoin block chain is an extreme ex-
ample of a distributed ledger where there is no single trusted entity to coordinate
the work, nor to decide which blocks to accept from whom, etc. In this case we
speak of a permissionless ledger.

However, this is not the only option. It is also possible to set up a block chain
where data commitments are only accepted from a predetermined set of nodes,
and there may even be an authority deciding that some of the blocks will not
be admitted. Such a ledger is called permissioned. Block chains built within the
Hyperledger framework are examples of such a paradigm.

Similarly, it is not necessarily the case that anyone is given access to the
block chain for reading. Depending on whether or not general access is allowed,
we speak of public or private block chains, respectively.

For the most part of this paper we will be treating public permissionless
ledgers, and there are several reasons for that. First, such ledgers aim at build-
ing a fully distributed consensus mechanism which seems to be an attractive
property for electronic voting systems. Second (and probably implied by the
first reason), majority of the proposals we have studied in course of this research
build on top of public permissionless ledgers (mostly Bitcoin or Ethereum). How-
ever, several of our observations hold for other kinds of block chains as well.

2.1 How to use block chain for electronic voting?

The obvious application for a block chain in electronic voting is to use it as a
bulletin board for committing the state of an electronic ballot box. Dedicated
bulletin board protocols for electronic voting do exist [TIJI0JI9], but the as-
sumptions made for achieving the security target are expensive to fulfil. For
example, the protocol presented by Culnane and Schneider [I1] requires correct
behaviour by strictly more than 2/3 of the peers. Hence, in order to tolerate one
malicious party, at least three honest peers are required. An election organiser
willing to apply such a bulletin board protocol for integrity and transparency

" https://ethereum.org/
8 https://www.hyperledger.org/projects/fabric/
9 https://cardanodocs . com/technical /plutus/introduction/
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reasons would need to find a significant number of independent participants to
provide adversarial tolerance. Note that the situation is different when setting
up a fault tolerant distributed storage where all nodes actually could be hosted
by a single organization and same personnel. With bulletin board we must take
into account that some nodes may be malicious. If a single entity is running the
bulletin board, then we get no adversarial tolerance against this entity.

In case of a public permissionless financially incentivised block chain there is
no problem of finding independent participants — the distributed ledger infras-
tructure exists and its security is maintained by a number of parties. It is only
a matter of finding good use of this infrastructure for election purposes. There
is a remarkable number of proposals suggesting variety of approaches involving
also (but not only) block chain as a bulletin board.

— It is possible to utilise smart contracts to enforce voting rules [2533I2712].

— Several proposals implement vote casting via Bitcoin cryptocurrency trans-
fer [4214T1291261238]. However, they differ a lot in implementation details,
e.g. eligibility verification and voter authentication (see Section .

— To enhance voter anonymity, Takabatake et al. propose using Zerocoin in-

stead of Bitcoin [39].

Block chain based bulletin board can be used to directly commit votes, like

e.g. in the schemes of Polys [3] and Agora [13].

— A related approach is taken by the TIVI framework where block chain is
used for digital time stamping of certain integrity-critical events, e.g. vote
submission [I].

— A few US-based initiatives like VoteWatcher and Votebook are still paper
voting systems at their core, but use either a public or private block chain for
committing certain data required for later verification (e.g. scanned paper
ballots) [30].

— A weaker version of the last approach was used by the Agora team in Sierra
Leone where they typed in the votes read out loud by the election officials,
and used block chain to verify the CountlEI

These approaches can also be combined. For example one may commit all
the votes to a private block chain and make commitments to a public ledger
like Bitcoin from time to time; such a solution is implemented e.g. in Agora and
VoteWatcher.

There are also other voting systems that could potentially make use of con-
trolled bulletin boards. For example, there is a Vote Registration Service compo-

10 https://medium. com/agorablockchain/agora-official-statement-regarding-
sierra-leone-election-7730d2d9de4e. The 2018 Sierra Leone event was adver-
tised by the Agora team as the “world’s first ever blockchain elections” in their press
release https://agora.vote/pdf/Agora_Press-release_SL2018.pdf. However,
the mode that the block chain was eventually used in offered little to no advantages
over a simple independent Excel-aided recount. After this disclosure, the Agora
team took down their press release, but one can still find a copy of it cached by
Google.
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nent in the Estonian IVXV scheme [I8] which can in principle be implemented
on top of a private or public block chain.

In the next Section, we will discuss some of the common concerns not very
well addressed in various proposals.

3 Shortcomings of block chain based voting systems

We argue in the following that there are several problems and limitations with
using block chain in electronic voting.

3.1 Eligibility verification

Even though the overall target of block chain based voting systems is increasing
transparency and public verifiability, there are several aspects of elections, cor-
rectness of which can not be established on the block chain. One of the prominent
examples is deciding the eligibility of voters.

This problem manifests itself clearly in case of the proposals where Bitcoin
transactions are used for vote casting [1/42/4TI29126123|8l139]. The original design
goal of Bitcoin as a cryptocurrency was to provide anonymous transfers, and
this is something that contradicts the needs of voting. Even though we typically
want the votes to be secret, the voters should still be uniquely identifiable in
order to determine eligibility and provide uniformity (so that no-one would get
more than one vote).

Hence an identity provider is required one way or another. Note that whoever
that provider is, it has the ability to flag ineligible persons as eligible or vice
versa, or even define new virtual voters who do not have a corresponding physical
person [39]. The only setup where this problem can be ignored are small-scale
boardroom type of elections where all the voters know each other. But for even
a moderate size elections this can lead to a ballot box stuffing attack that is
undetectable by any verification mechanism that may run on top of the block
chain. Hence block chain does not remove the need for external trust anchors.

An interesting approach to identity validation in a distributed manners has
been taken by the Democracy Earth Foundation. Their manifesto [2] proposes
participant registration via creating a video where enough personal details are
stated, and seeking acceptance to this video from the community. While this
approach may follow the spirit of decentralized governance, it is hard to imagine
such an identity creation mechanism to be accepted for official national elections
any time soon. Crowd-sourcing-based identity providers are only applicable in
small-scale community settings.

Even if we accept the need for external trust dependency for eligibility verifi-
cation, the problem of implementing the link from identity provider to the block
chain still remains. Different frameworks have different approaches to tackle this
issue.

Wu proposes using ring signatures to provide anonymity [41], but this in-
troduces a non-trivial setup procedure and a significant performance penalty,
making the solution unusable even for moderately-sized elections.



Noizat requires each candidate to issue a key pair to every voter, organizing
the public parts into a Merkle tree. Two more keys per voter are generated by
the other components of the system, and to cast a vote, a 2-of-3 multisignature
scheme is used [29]. However, this non-trivial cryptographic machinery still does
not resolve the problem of eligibility verification, but actually makes it worse,
forcing all the candidates to manage voter lists.

Lee et al. acknowledge the need to have Trusted Third Party (TTP) for
identity confirmation, but to implement this procedure they only propose a
password-based registration and authentication mechanism [23]. As a result of
authentication, the user gets a confirmation that her asymmetric key pair is
declared eligible, but the overall system is only as secure as the original, user-
created password. Also, there is a strong reliance on the honest behavior of TTP.
Dishonest TTP could easily manipulate the result, for example, by claiming that
votes for a candidate whom the TTP does not like came from unregistered ac-
counts.

Bistarelli et al. propose using Anonymous Kerberos protocol for voter authen-
tication [7]. This approach has the benefit of relying on a relatively standard au-
thentication mechanism that does not impose overly restrictive performance lim-
itations. However, voter anonymity can be broken when Authentication Server
and Token Distribution Server collude. More servers can be added to address
this issue, but this would make the protocol more complex. Still, out of all the
proposals we have studied, the one by Bistarelli et al. seems the most viable.

Zhao et al. [42] have developed a group incentive mechanism to motivate a
group of voters to participate in tallying, but they completely ignore the problem
of eligibility verification. Similarly, the voter identification problem is ignored
by the considered frameworks that use block chain as a generic bulletin board
implementation, including Polys [3] and Agora [13].

There is also a more general problem common to several of the approaches
described above.

Namely, elections may last over a longer period of time (say, a week). Eli-
gibility status of potential voters may change during this period (e.g. someone
may turn 18 or die). It is, of course, possible to ignore this problem and only let
people eligible at a certain point of time to vote [39]. However, another conceiv-
able viewpoint is that it would be more fair to update the list of voters as the
changes in eligibility occur.

For small-scale elections with a public voter list this issue can, in principle,
be solved by committing the full voter list together with the potential updates
to the ledger. But for larger events with potentially non-public sets of voters,
only the schemes of Lee et al. [23] and Bistarelli et al. [7] have some potential to
address this issue as they are using an online protocol with the identity provider
as a backend service.

3.2 Ensuring ballot secrecy

In addition to integrity, voting protocols also have confidentiality requirements.
Voting in majority of the elections is carried out by secret ballot, whereas the



verifiability of the correctness of the final tally is still a desired property. Addi-
tionally — the tally must not be available before a fixed moment in time. Election
result is public information, once it has been released, at the time of the voting
the partial results are considered confidential, because of the potential impact
on the voter behaviour.

Public block chain contents are public by definition, anybody who hosts a full
Bitcoin or Ethereum node has access to all the data published there. The first
implication of the fact is that unless the ballots on the block chain are obfuscated,
anybody has access to the partial results, thus violating the common requirement
of not releasing partial results too early.

Obfuscated ballots (via public-key encryption or some commitment scheme)
on the block chain introduce the question of verifiable de-obfuscation. The block
chain is of no use if we cannot verify the consistency of the tally. Note that in
case of encryption, we cannot store the private key on the block chain, and some
external tallying authority will be needed at least for the key management if not
for the verifiable tally.

Self-tallying voting protocol Open Vote Network [I7] (OVN) has been im-
plemented as an Ethereum smart contract [25]. This protocol does not rely on
any third parties for the tally, ballot secrecy is ensured jointly by all voters who
have to participate in both obfuscation and de-obfuscation in order for the tally
to be successful. The protocol provides privacy for the voters and benefits from
the block chain as a public broadcast channel making it an excellent protocol for
smart contracts. The downside of the OVN is its fragility — even one voter can
prevent tallying simply by being absent. The properties of the protocol make
it usable for small scale elections in a boardroom environment, but not for any
large scale elections.

3.3 Consistency verification

The common characteristic of all the proposed block chain voting protocols is
committing votes (in a plain or encrypted form) to the ledger. Committing just
for the sake of it does not make any sense, hence there should exist a routine of
checking certain claims about the commitments.

What these claims exactly are depends largely on the scheme. They can in-
clude zero-knowledge proofs of correct vote formatting, correspondence to some
eligibility criteria, signature validity, block chain integrity, etc. Hopefully there
is a relatively short list of them so that the corresponding checks can be im-
plemented with a reasonable amount of code. On the other hand, none of the
block chain voting scheme proposals we considered has claimed a full list of
checks needed to establish internal consistency of the ledger. The most detailed
attempt to describe consistency rules was made for Votebook by Kirby et al.,
but even they only state that there should be sufficient information released to
the public so that “blockchain can be counted correctly” [20].

There are several aspects to consider when defining internal consistency rules
of a ledger and determining the final tally outcome.



One problem is dealing with simple, honest (or dishonest) mistakes. For ex-
ample, due to a programming error, network delay or any other stochastic issue
some of the data items required for later auditing may be missing or malformed.
The originally desired property of ledger immutability suddenly becomes an is-
sue, since one can not simply replace malformed items or add missing ones to
where they should have been. Hence there must be an option of adding data
blocks with exception handling and overriding semantics to the ledger, and the
auditing logic must be capable of dealing with them. Taking all kinds of poten-
tial options of malformedness into account, consistency verification may become
complicated beyond what one feels comfortable with.

The problem of unforeseen situations is clearly acknowledged by the Agora
team [13]. As a resolution, they suggest using predetermined human auditors who
have a power of any ruling they see fit to settle the matter. The ruling should be
written down, signed and committed to the ledger. As the unforeseen situations
do not follow any patterns, the signed statement is probably also human text
that is then in turn open to misinterpretations, defying the purpose of block
chain transparency. An interesting open question is whether such statements
could be issued in the form of smart contracts

Another problem is managing repeated vote submissions. Depending on the
setup, this may be either a necessary anti-coercion measure (see e.g. [18]), or an
unwanted side effect of remote voting. Either way, some rules are necessary to
determine which one of the submitted votes will be counted [41123].

Smart contracts could be used to efficiently describe audit logic and pre-
vent stochastic errors as the ones described above, but they come with a price.
Namely, one has to spend a certain amount of resource (e.g. gas in case of
Ethereum [40]) for the transactions, where the exact amount of the resource de-
pends on the size of transaction. As a result, the authors of OVN estimate that
their framework can only reasonably accommodate about 50 voters [25], whereas
Ramachandran and Kantarcioglu limit their proposal to 100 voters [33].

We conclude that accounting for all the special cases that might occur is far
from being trivial. The whole idea of using block chain as a ledger is to make its
consistency independently verifiable. The definition of necessary and sufficient
conditions for independent consistency verification must form an integral part
of any proposal for a block chain based voting system.

3.4 Transaction registration issues

A common problem of public permissionless ledgers like Bitcoin and Ethereum
is that the blocks in the chain are limited both in size and frequency, leading to
a very low amount of transactions per second that the ledger can process (e.g.

11Tt is interesting to note that even though Agora is claimed to have an elab-
orate consistency verification mechanism, none of it was used in the Agora
Sierra Leone event, where even the most basic block chain explorer tool was
not provided for auditing http://en.rfi.fr/africa/20180319-sierra-leones-
electoral-commission-distances-itself-use-blockchain-during-polls.
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7 in case of Bitcoin and 15 in case of Ethereum)lﬂ As this resource is shared
worldwide, committing one transaction per vote to such a ledger is not realistic
even for moderately-sized elections.

For electronic voting we need to provide voters and election officials with
precise upper bounds on the transaction confirmation time. For the sake of this
paper we assume that transaction is confirmed if it is included in any valid block,
although more realistic requirement would be that several blocks (say, 6 in case
of Bitcoin) extend the block containing the transaction. The time required to
mine a new block in Bitcoin is 10 minutes on average, but the worst-case time
can be much longer e.g. on the 1st of April, 2018, time between blocks number
516036 and 516037 is roughly 54 minutes.

Block generation time follows roughly the exponential distribution (although
folklore, Bowden et al. [9] argue that this is not precisely correct if taken into
account changing proof of work difficulty and network delays) where the cumu-
lative distribution function F(z) = 1 — e~*/* expresses the probability that a
block is generated in « minutes, given the average rate of block generation A (for
Bitcoin A = 10).

This allows us to make some rough estimates of block generation times.
Probability that block generation takes more than 10 minutes is 1 — F(10) =
e~! ~ 0.37, i.e. roughly third of the blocks take more than 10 minutes to
generate. Probability that a block generation takes more than 50 minutes is
1 — F(10) = e7° ~ 0.007, hence we would expect to see 2 or 3 such blocks per
day meaning that voters would have to wait more than 50 minutes to have any
assurance about their vote actually being recorded.

Another serious drawback of public permissionless block chains is that the
success of actually accepting a transaction into the ledger depends on financial
incentives rather than the legislative need to create an immutable audit trail.

Garay et al. [14] prove the liveness property for Bitcoin block chain which
informally says that if a transaction is broadcasted to honest nodes for a certain
number of consecutive rounds, then the transaction will eventually be included in
the block chain. However, this property relies on the assumption of synchronous
network (see Pass et al. [31] for asynchronous networks) and that majority of
hashing power is controlled by honest miners.

In particular, the last assumption is not quite true in real life — most miners
behave rationally and will give preference to transactions with the highest fees.
Transaction with no or little transaction fees might get completely neglected. As
a result, successful data commitment can not be guaranteed in these types of
block chains.

The main approach to speed up the process is to increase transaction rewards
for the miners, rising the overall cost of the elections (but still not achieving a
100% guarantee due to the e.g. block-size limits). Note that transaction issuer
will find out that the fee he offered for to the miners was too low only after some
time has passed.

12 https://github.com/ethereum/wiki/wiki/Sharding-FAQ
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This problem is discussed most deeply by Noizat [29] who proposes various
methods including using relatively high transaction fees to increase transaction
priority, and election organizer becoming one of the miners. Even with using
these methods, transaction confirmation may take several days [29/7I8]. Noizat
and Bogucki [29I8] argue that this may be fine for at least some types of elections,
but in our opinion, such a restriction limits applicability of block chain based
voting remarkably.

The result of transaction confirmation being delayed (or even “forgotten” if
it stays in the pool of pending transactions for too long) is devastating. The
publicly verifiable audit trail will have blocks missing or occurring in the ledger
in a wrong order. This will further complicate the consistency verification logic
(see Section |3.3)).

3.5 Performance issues

In order to incentivise block chain node contributions to the chain creation, trans-
actions cost (crypto)money. On the other hand, cryptocurrencies like Bitcoin are
very volatile. For example, in their paper published in April 2017, Bistarelli et
al. [7) used the estimate 113=547€ to compute the overall cost of running elec-
tions. However, by December 2017 the value of Bitcoin had reached over 16000€,
making voting over 30 times more expensive. It is large monetary risk for elec-
tion organiser. In those protocols, where the voter must initiate the transaction
it effectively introduces a fee for voting.

Another performance problem specific to Bitcoin comes from the fact that
it was designed primarily for monetary transactions and its ledger’s ability to
accommodate other types of data is rather limited. The most well known method,
is to use the OP_RETURN field for free-form input, and the length of that field is
only 80 bytes. This in turn means that instead of full data blobs, only their
hashes can be committed to the Bitcoin block chains. If this is done carelessly,
it can lead to new vulnerabilities.

A good example of this type of misdesign can be observed in the scheme
proposed by Wu [41]. The scheme relies on ring signatures, but they can unfor-
tunately be rather large. So, instead of signature o, the hash h(o) is committed
to the Bitcoin block chain. The original o is kept by the Election Authority
without any integrity protection. This means that an independent auditor has
no way of resolving the dispute between a voter and the Election Authority if
the latter e.g. claims that it has not received the signature ¢ from the voter in
the first place. A potential solution is using a local block chain to store all the
data required for auditing, and only committing snapshot hashes of the local
block chain to the Bitcoin ledger. Such a solution is deployed e.g. by Agora and
VoteWatcher [I330].

Additional options for storing arbitrary data in Bitcoin block chain have been
proposed in [36]. It is possible to store nearly 100kB in a single transaction.
Content insertion services that fragment data over multiple transactions have
been used to store files as large as 310.72kB in Bitcoin block chain [24]. Tt is,



however, worth noting that usage of the OP_RETURN field or any other mechanism
for storing non-currency data is discouraged by the Bitcoin development teamH

General purpose block chains (e.g. Ethereum) are better suited for arbitrary
data storage. In principle, the storage available to Ethereum smart contracts is
limited to 22°6 words of 32 bytes, but it must be noted that any write operation
requires 20k gas per 32 byte word [40].

The block chain storage is more general issue. A full copy of Bitcoin ledger
has surpassed 150 GB [I3], which makes it unreasonable to store it at every
node. Also, due to objectionable content being committed to the Bitcoin block
chain, storing certain parts of it can even be considered illegal [24].

As a possible solution to transaction cost, latency and storage problems,
Agora uses several layers of block chains. On a lower level, a dedicated ledger is
run, and only periodic aggregated snapshots are then committed to the Bitcoin
block chain [I3]. A similar approach is deployed by VoteWatcher. This can in-
deed reduce the Bitcoin transaction costs, but such an architecture complicates
auditing, so essentially we get a trade-off between direct cost and complexity.
This approach does not solve any transaction registration issues, meaning that
some snapshots will be published in average time, some snapshots may take
hours to publish and there are no guarantees.

3.6 Centralization of mining power

Even though one of the main targeted properties of permissionless public block
chains is decentralization, this property does not necessarily hold in practice. For
example, the most popular block chain implementations Bitcoin and Ethereum
(unintentionally) incentivize the miners to group into centrally managed min-
ing pools to allow for a constant stream of rewards to the pool participants.
Additionally, being connected into geographically close nodes allows for faster
broadcast of the mined blocks into pool members and thus gives an advantage
in starting mining a new block earlier than other pools could [27].

Even more, the hash rate distribution within the pools is highly concentrated
to a few nodes. In [27], Miller et al. have found that in 2015, only 2% of the
Bitcoin mining nodes held three quarters of the mining power.

The state of centralization has not improved significantly since then. In a
recent work [I5], Gencer et al. have shown that in Bitcoin, four of the biggest
pools hold 53% of average mining power. Ethereum shows a similar tendency
towards centralization — three top Ethereum pools hold 61% of the mining power.

Centralization introduces a clear political risk. Several estimates indicate
that the top miners are exclusively located in China, with around 80% of mining
power of the Bitcoin network belonging to Chinese poolm This makes it in
principle possible to influence majority of the miners from one central political

13 https://bitcoin.org/en/release/v0.9.0#opreturn-and-data-in-the-block-
chain

** https://www.buybitcoinworldwide.com/mining/pools/

!5 https://altcointoday.com/ethereum-mining-hashrate-distribution-issues/
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authority, thus violating the assumptions required for immutability of the block
chain [28]. This might not be a serious concern for smaller elections (say, electing
a rector of a university), but is clearly a worry for governmental elections.

4 Trade-offs

Block chain is not a miracle solution for all the voting-related problems. While
it has strong integrity properties definitely required by election systems, a block
chain ledger is non-trivial to set up and interface with other components. Sev-
eral trade-offs need to be made and the interplay of these trade-offs may have
unwanted consequences.

4.1 Expressive power vs. complexity

The first trade-off one needs to consider is between the expressiveness of the
claims the block chain commitments have, versus the complexity that one needs
to accept while verifying them.

For example, we may want to automate exception handling to the level where
the correctness of possible error fixes is certified by smart contracts, but this
implies the need for complicated certification logic which is accompanied by
performance penalties of running the smart contracts.

Alternatively, we may want to make use of commitments to a public ledger
like Bitcoin to utilize the whole power of global trust. However, due to Bitcoin’s
limited capacity of handling external inputs, we need an extended mechanism
of integrity certification (essentially, another layer of block chain ledger below
Bitcoin). This in turn complicates the verification logic.

Smart contracts have more potential in terms of expressive power — there is
support for arbitrary data structures and the validation logic itself is published
to the chain and executed by the nodes. Of course, this has severe implications
on performance.

It is a question if in case of general purpose ledgers it is enough to verify the
consistency of the ledger with respect to one particular election or should the
consistency of the ledger as a whole also be assured, so that the verification of
full nodes becomes part of the election audit procedure.

4.2 Small scale vs. large scale

There are issues that are potentially easier to solve on small-scale elections.
For example, eligibility verification is much easier when everyone knows ev-
eryone else, but this can only be the case in very localized settings. For larger-
scale events we have to accept reliance on an external identity provider who may
be malicious without detection.
The OVN smart contract [25] is a great example how to ensure ballot secrecy
in boardroom elections where we can somehow assure that everybody is going to



participate in the whole process. The protocol is clearly not usable for large-scale
elections.

Also, several techniques potentially useful for block chain voting (e.g. ring
signatures) have a significant performance penalty. For large-scale elections one
has to avoid them, also losing the benefits they provide.

4.3 Trust vs. cost

Using Bitcoin ledger for commitments is very appealing because of a lot of public
trust in the integrity properties it provides and a large community relying on this
trust already. However, the cost of Bitcoin transactions (and also transactions
in other public ledgers) has been very volatile in the near past. For example, on
December 22nd 2017, Bitcoin transaction fee spiked to $55.16]]

This means that the election organizers must have a lot of flexibility in bud-
geting. However, public election authorities tend to operate under budget con-
straints and prefer well-predictable costs. While one of the targets of block chain
voting is reducing the overall price tag of elections [29126/7], this effect may be
reduced by the potential volatility of the costs.

Using local block chains mitigates this problem considerably, but this solution
also deprives us of the benefit of public trust. Also, the costs of setting up and
running a local block chain are non-negligible, although better-predictable.

4.4 Usability vs. individual verifiability

In both academic and industrial communities a general consensus is that the
electronic voting schemes have to provide some kind of verifiability. The individ-
ual aspect of the verifiability, as defined in [22], should convince the voter that
the vote has been stored correctly by the election provider.

To be able to provide individual verifiability, the election provider needs to
store the ballot and construct a receipt which can be used for verifying the
correct storage. The receipt could contain storage location identifier, proof of
registering the ballot [18], block chain block identifier etc.

In case block chain is used for storing any aspect of the ballot, then indepen-
dently of the underlying block chain technology used, the voter needs to wait
until the information has been stored in the block chain. However, the latency
of block chain storage can be rather long and the variance can be large. In ex-
treme cases, the storage confirmation may even not arrive in reasonable time
(see Section [3.4)).

From the voter’s perspective, this means that either receiving the receipt
or verifying the ballot may take considerable time. The voter would then need
to return later to complete verification and this decreases usability of the whole
scheme. As a result, the number of vote verifications is expected to drop, together
with the overall public confidence in election integrity.

16 https://bitinfocharts.com/comparison/bitcoin-transactionfees.html
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5 Conclusions

Even though applying block chain as an integrity assurance measure may seem
straightforward for electronic voting, extra assumptions and trade-offs required
make setting up such a system a non-trivial task.

Many of the proposals that we have considered try to make use of public
permissionless economically incentivised block chains, mostly either Bitcoin or
Ethereum. On one hand this makes a lot of sense, since they are widely used and
trusted. However, these ledgers have major drawbacks like the tendency for cen-
tralisation, providing no guarantees of transaction acceptance and performance
limitations. In our opinion, due to these drawbacks such block chains have very
limited use for electronic voting. To be considered useful for voting, the block
chain must accept authorized commitments immediately and unconditionally.

None of the proposals we studied had a complete description of conditions
that need to be verified in order for the voting event to be considered right.
Currently, using smart contracts seems to be the most systematic approach to
deal with this issue, but systems using smart contracts so far imply a significant
performance penalty, strongly limiting e.g. the number of voters.

Also, majority of the proposals ignored the need for exception handling. We
conjecture that full consistency verification of block chain based voting systems
is rather complex, defying the original target of transparency. It may be the case
that simplicity of the verification routines needs to be recognised as a develop-
ment requirement of its own right.

We would like to conclude the paper by citing Josh Benaloh [32]:

I find myself debunking a blockchain voting effort about every few weeks.
It feels like a very good fit for voting, until you dig a couple millimeters
below the surface.

Even though such a statement may be a bit too categorical, we agree that
in all of the proposals we considered, many of the shortcomings and trade-offs
of block chains were addressed insufficiently. Considerably deeper research is
required to settle a good design for a block chain based electronic voting system.
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