
DES (Data Enryption Standard) (January 15th, 1977).� P = C = f0; 1g64.� K = f0; 1g56.� Enoding bit-string x with the key K:1. Let x0 = IP(x), where IP is a ertain permutation ofbits. Let L0 [R0℄ be the �rst [last℄ 32 bits of x.2. 16 rounds of Feistel onstrution:Li = Ri�1 Ri = Li�1 � f(Ri�1;Ki)Here 1 6 i 6 16, Ki 2 f0; 1g48 onsist of ertain 48bits of K.3. Let y = IP�1(R16L16). y is the iphertext.



f : f0; 1g32 � f0; 1g48 ! f0; 1g32. f(A; J) works as follows:1. �Expand� A to E(A) of length 48. The funtion E out-puts the bits of its argument in ertain order (16 bitpositions our one and 16 our twie).2. Let B1 � � �B8 = E(A)� J , where Bi 2 f0; 1g6.3. Let Ci = Si(Bi), where Si : f0; 1g6 ! f0; 1g4 is a �xedmapping. (the S-box )4. return P (C1 � � �C8) where P is a ertain permutationof bits.
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Deryption: like enryption, but round keys taken in orderK16;K15; : : : ;K1.In the standard, the enryption key is atually 8 bytes long.� The least signi�ant bit in eah byte is a parity hekbit. Not used in atual enryption.� The number of 1-s in eah byte is odd.



Di�erential ryptanalysis � a hosen-plaintext attak.For redued-round DES, it is more e�ient than brute-fore searh.n-round DES� L0R0 7! LnRn. We ignore the bit-permutationsIP ; IP�1, nor do we swap Ln and Rn.Idea, given two bit-strings L0R0 and L�0R�0 with a �xedxor L00R00 = L0R0 � L�0R�0, we ompare the xor-s of theirenryptions. This will help us to exlude ertain values forthe key.We attempt to reonstrut the xor-s of the intermediateomputations.



Let B0 2 f0; 1g6 and 1 6 j 6 8. For all B 2 f0; 1g6 onsiderthe value Sj(B)� Sj(B �B0).� The pairs (B;B � B0) range over all possible pairs ofsix-bit strings with xor B0.� The bit-strings Sj(B)�Sj(B�B0) range over four-bitstrings.� Typially, not all four-bit strings are ahieved.� If the output xor of an S-box is C 0 then ertaininput xor-s are exluded.



For B0 2 f0; 1g6, C 0 2 f0; 1g4 and j 2 f1; : : : ; 8g de�neIN j(B0; C 0) = fB 2 f0; 1g6 jSj(B)� Sj(B �B0) = C 0gNj(B0; C 0) = jIN j(B0; C 0)jThe sets IN j(B0; C 0) an be omputed from the de�nitionof S-boxes. There are 8192 suh sets � not too many.About a �fth of the sets IN j(B0; C 0) is empty.



Let now B;B� 2 f0; 1g48 be two inputs to (all) S-boxes ina omputation of f with B0 = B �B�. ThenB0 = B �B� = E(A)� J � E(A�)� J = E(A)� E(A�)Denote E(A) by E and E(A�) by E�. We see that B0 doesnot depend on J . If C = S(B) and C� = S(B�) thenC 0 = C � C� depends on J .Let test j(Ej ; E�j ; C 0j) = fBj � Ej jBj 2 IN j(E 0j ; C 0j)gwhere Ej; E�j 2 f0; 1g6, C 0j 2 f0; 1g4 and E 0j = Ej �E�j .



Theorem. Let Ej ; E�j be two inputs to the S-box Sj (beforebeing xor-ed with the key bits Jj). Let C 0j be the outputxor of these inputs. Then Jj 2 test j(Ej; E�j ; C 0j).To obtain a unique result, use several triples E;E�; C 0.



Example: three-round DES. If the plaintext is L0R0 andiphertext is L3R3 thenR3 = L2 � f(R2;K3) = L0 � f(R0;K1)� f(R2;K3)L3 = R2 = L1 � f(R1;K2) = R0 � f(R1;K2)Pik another plaintext L�0R�0. Then R03 = R3 �R�3 equalsR03 = L00 � f(R0;K1)� f(R�0;K1)� f(R2;K3)� f(R�2;K3)We hoose R�0 = R0. Then R00 = 0

32 andR03 = L00 � f(R2;K3)� f(R�2;K3) :



We know L00 and R03. Hene we an omputef(R2;K3)� f(R�2;K3) = R03 � L00 :f(R2;K3) = P (C) and f(R�2;K3) = P (C�) for some S-boxoutputs C and C�. We have C 0 = C �C� = P�1(R03�L00).We know R2 = L3 and R�2 = L�3. The inputs to the S-boxare E(R2)�K3 and E(R�2)�K3.We know E;E�; C 0 for the third round. We an ompu-te the sets test 1; : : : ; test 8 and onstrut andidate roundkeys K3.Using several suh triples E;E�; C 0 we narrow down theset of andidate round keys K3.



A one-round harateristi is a quantityL00R00 p1! L01R01where� L01 = R00;� For any hoie of L0; R0, the quantity p1 is the proba-bility that (taken over uniformly hosen J 2 f0; 1g48)�L0 � f(R0; J)�� �(L0 � L00)� f(R0 �R00; J)� = R01or that f(R0; J)� f(R0 �R00; J) = R01 � L00 :That probability does not depend on R0 either.
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p1 is the probability thatS(B)� S(B � E(R00)) = P�1(R01)� P�1(L00)where B 2 f0; 1g48 has been uniformly hosen.An n-round harateristi isL00R00 p1! L01R01 p2! � � � pn! L0nR0nwhere eah L0i�1R0i�1 pi! L0iR0i is a one-round harateristi.The probability of suh a harateristi is p1 � � � pn.



Some one-round harateristis:xxxxxxxx 16j0000000016 1! 0000000016jxxxxxxxx 160000000016j6000000016 14=64! 6000000016j0080820016Seond example: E(R00) = 001100 � � � 02. Hene the inputsto S-boxes S2; : : : ; S8 are equal, but the inputs to S1 di�erby 001100.The probability that the outputs to S1 di�er by x 2 f0; 1g4is N1(0011002; x)=64. In partiular, N1(0011002; 11102) =14.The output di�erene of S-boxes is 111000 � � � 02 with pro-bability 14=64. The bit-permutation P brings those three1-s to the positions shown above.



Example: six-round DES.R6 = R4 � f(R5;K6) = L3 � f(R3;K4)� f(R5;K6)R06 = L03 � f(R3;K4)� f(R�3;K4)� f(R5;K6)� f(R�5;K6)We try to �nd K6.A three-round harateristi:4008000016j0400000016 1=4! 0400000016j0000000016 1!0000000016j0400000016 1=4! 0400000016j4008000016If L00R00 = 4008000016j0400000016 thenL03R03 = 0400000016j4008000016 with probability 1=16.Assume that this happens, i.e. we know L03 and R03. Wealso know R06 and R05 = L06.



E(R03) = 001000j000000j000001j010000j0 � � � 0. I.e. the in-put (and also output) xor-s to S2; S5; S6; S7; S8 in the fourthround are zero. We try to �nd the orresponding 30 bits ofK6.
R06 = L03 � f(R3;K4)� f(R�3;K4)� f(R5;K6)� f(R�5;K6)and ertain 20 bits of f(R3;K4) and f(R�3;K4) are equal.These 20 bits in f(R5;K6) � f(R�5;K6) are equal to thesame bits in R06.We know the output xor-s of S2; S5; S6; S7; S8 in the sixthround. We also know the inputs to these S-boxes (as weknow R5 = L6 and R�5 = L�6).



We know the triples Ei; E�i ; C 0i for the sixth round, wherei 2 f2; 5; 6; 7; 8g. We an ompute the sets test i and �ndthe andidate keys.We also get noise (beause our ertainty in L03R03 was only1=16), but the right key should stik out.To �nd the right key more quikly:We have the plaintext pairs (x1; x�1); : : : ; (xN ; x�N ) with xi�x�i = L00R00.Eah of these pairs de�nes a quintuple of sets(test (i)2 ; test (i)5 ; test (i)6 ; test (i)7 ; test (i)8 ).For eah i: if this quintuple of sets ontains the empty set,then disard it.



A set fi1; : : : ; ing � f1; : : : ; Ng is allowable ifn\k=1 test (ik)j 6= ; for all j 2 f2; 5; 6; 7; 8g :

We searh for an allowable set of maximum ardinality(using baktraking).We have found 30 bits of the key. The harateristi

0020000816j0000040016 1=4! 0000040016j0000000016 1!0000000016j0000040016 1=4! 0000040016j0020000816allows us to �nd further 12 (those orresponding to theinputs of S1 and S4). The remaining 14 bits an be brute-fored.



A two-round harateristi:

1960000016j0000000016 1! 0000000016j196000001614�8�10=(64)3�������! 1960000016j0000000016The seond fration is about 1=234. Iterating this hara-teristi 6.5 times gives a 13-round harateristi of pro-bability 1=2346. This is the best-known harateristi forryptanalysing full 16-round DES.



DES key shedule: Let K = K1 � � �K8 where Ki 2 f0; 1g8(the 8th bit is parity hek). Let Ki = Ki1 � � �Ki8. LetC0 = K81K71 � � �K11K82K72 � � �K12K83K73 � � �K13K84K74K64K54D0 = K87K77 � � �K17K86K76 � � �K16K85K75 � � �K15K44K34K24K14LetCi = rotateleft�(i)(Ci�1) Di = rotateleft�(i)(Di�1)where �(i) = 2 if i 2 f1; 2; 9; 16g and �(i) = 1 otherwise.The round key Ji = �(CiDi) where � piks ertain 48 bitsof its argument.



Self-dual keys:
0101010101010101

FEFEFEFEFEFEFEFE

1F1F1F1F0E0E0E0E

E0E0E0E0F1F1F1F1Pairs of dual keys:
E001E001F101F101 01E001E001F101F1

FE1FFE1FFE0EFE0E 1FFE1FFE0EFE0EFE

E01FE01FF10EF10E 1FE01FE00EF10EF1


